ICE and Immigration Enforcement
Israeli Designed Software

US Economic and Technical Support for Israeli Genocide

US Tech Companies Have Moved to Israel Start-Up Nation Central, which was
founded in response to the global Boycott, Divest and Sanctions (BDS) movement that seeks to use
nonviolent means to pressure Israel to comply with international law in relation to its treatment of
Palestinians. This project is directly linked to Israeli Prime Minister Benjamin Netanyahu, who in
recent years has publicly mentioned that it has been his “deliberate policy” to have former members
of Israel’s “military and intelligence units ... merge into companies with local partners and foreign
partners” in order to make it all but impossible for major corporations and foreign governments to

boycott Israel

Israeli Support for International Conflict

These examples show how Israeli intelligence expertise merges with private tech firms into private
markets. The same skills used to monitor Palestinians in the occupied territories are now being sold
to governments worldwide.

Censorship

88888888888888888888888888888888888888888888888




Palantir, Microsoft, ICE and Immigration Enforcement

Palantir Technologies Inc. is an American publicly traded company that develops data integration and
analytics platforms enabling government agencies, militaries, and corporations to combine and
analyze data from multiple sources. Its flagship products—Gotham (for intelligence and defense) and
Foundry (for commercial and civil use)—connect previously siloed databases to support intelligence
operations, counterterrorism analysis, law enforcement, and enterprise analytics.2l Headquartered in
Miami, Florida, it was founded in 2003 by Peter Thiel, Stephen Cohen, Joe Lonsdale, Alex Karp, and
Nathan Gettings. According to a user guide obtained by 404 Media, a Palantir app “Enhanced Leads
Identification & Targeting for Enforcement (ELITE), rolled out in late 2025, is a targeting tool designed
to improve capabilities for identifying and prioritizing high-value targets through advanced analytics,”
the user guide states.

This software provides ICE agents with a digital map populated by potential deportation targets, each
of which has their own detailed dossier, including information such as their name, date of birth, Alien
Registration Number (a unique identifier assigned by the U.S. government), and a photograph of the
target. The dossier also includes a “confidence score” out of 100 as to how certain the app is of the
target’s address. The information comes from a number of sources, including the Department of
Health and Human Services, U.S. Citizenship and Immigration Services, and something called
CLEAR, which could be an investigation software from Thomson Reuters, according to 404Media.

While the user guide does not explicitly state what company created the app, the app’s full name
appears in a $29.9 million supplemental agreement with Palantir that started in September and is
planned to continue for at least a year, 404M.edia reported.

Palantir contracts with Immigration and Customs Enforcement (ICE) to track undocumented
immigrants sparked outrage among privacy advocates and employees
https://en.wikipedia.org/wiki/Palantir

https://newrepublic.com/post/205333/ice-palantir-app-raid-deportation late 2025

The Guardian, +972 Magazine, and Local Call found that ICE had tripled the amount of data it stored
on Microsoft's Azure servers between July 2025 and January 2026, to an astounding 1,400 terabytes,
and also appears to be using Microsoft's Al tools to search and analyze that data. This is the same
Microsoft tech Israel uses to surveil and kill Palestinians. This led to the worker-led organization No
Azure for Apartheid.

ICE is using the same Microsoft tech Israel uses to surveil and kill Palestinians The Guardian reports,
“at the same time that its arsenal of surveillance technology ballooned.” This week, tech workers with
the No Azure for Apartheid (NOAA) campaign staged a protest and informational picket at Microsoft’s
global headquarters in Redmond, Washington, demanding that Microsoft cancel all contracts that
provide technological support for Israel’s ethnic cleansing of Palestinians and ICE’s campaign of
terror in the US.

https://therealnews.com/ice-is-using-the-same-microsoft-tech-israel-uses-to-surveil-and-kill-
palestinians

February 26, 2026
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Israeli Designed Software
NSO Group-Pegasus

The Israeli firm NSO Group sparked outrage in 2021 after an investigation by international media
outlets revealed that its Pegasus spyware was used by security forces and authoritarian governments
against journalists and activists in several countries. NSO says it works with law enforcement
agencies to track criminals and “terrorists.” The phones of at least nine US State Department
employees were also hacked using this same spyware. The hacking targeted the Apple-made
iPhones of US officials based in Uganda or working on issues related to the country.

https://www.aljazeera.com/news/2021/12/3/us-officials-phones-hacked-nso-group-spyware-reuters 3
December 2021

Israeli- made Pegasus spyware has been licensed to roughly 45 governments worldwide, including at
least 5 to 14 European Union states

Paragon Solutions- Graphite

Israeli surveillance company Paragon Solutions tried to position itself as the “ethical” alternative to
Pegasus.

Paragon Solution’s flagship product, Graphite provides “precision intrusion for the 1%”, and
represents the cutting edge of what researchers call “mercenary spyware”— highly targeted intrusion
systems sold exclusively to state agencies. Unlike conventional malware, these platforms are
engineered for precision, using zero-click exploit chains that compromise devices without any action
from the target. Once installed, spyware operates at the operating-system level, granting operators
visibility into stored data and communications, microphone and camera activation, enclosed
applications and services, and messages accessed before encryption or after decryption.

Paragon’s founding team includes the former Israeli PM Ehud Barak, as well as former Unit 8200
commander Ehud Schneorson, exposing how Israeli intelligence expertise metastasizes into private
markets. The same skills used to monitor Palestinians in the occupied territories are now being sold
to governments worldwide.

Paragon Solutions briefly exposed its own spyware dashboard on LinkedIn, revealing the hidden
architecture of a billion-dollar surveillance empire built on the backs of journalists, activists, and
ordinary people. This technical slip-up is a moment of rare transparency in an industry built on
secrecy, exposing the operational interface used to compromise devices, intercept communications,
and harvest data from targets worldwide.

https://ahmedeldin.substack.com/p/the-israeli-spyware-firm-that-accidentally

The $900 million acquisition of Paragon by U.S. private equity firm AE Industrial Partners tells you
everything you need to know about who profits from your digital insecurity. Former Israeli Prime
Minister Ehud Barak reportedly pocketed $10-15 million from the deal, a tidy sum for a politician-
turned-surveillance capitalist. Paragon’s founding team also includes former Unit 8200 commander
Ehud Schneorson.

Toka
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Barak also sought Epstein’s help with Tel Aviv based surveillance business Toka, just before Barak
publicly launched it in July 2018 with $12.5 million in funding from the likes of Andreessen Horowitz.

Lavender Al

In 2021, a book titled The Human-Machine Team: How to Create Synergy Between Human and
Atrtificial Intelligence That Will Revolutionize Our World was released in English under the pen name
“Brigadier General Y.S.” In it, the author — a man who we confirmed to be a commander of the elite
Israeli intelligence unit 8200 — makes the case for designing a special machine that could rapidly
process massive amounts of data to generate thousands of potential “targets” for military strikes in
the heat of a war. Such technology, he writes, would resolve what he described as a “human
bottleneck for both locating the new targets and decision-making to approve the targets.”Such a
machine, it turns out, actually exists. A new investigation by +972 Magazine and Local Call reveals
that the Israeli army has developed an artificial intelligence-based program known as “Lavender.” The
Israeli army has marked tens of thousands of Gazans as suspects for assassination, using
"Lavender", with little human oversight and a permissive policy for casualties. According to six Israeli
intelligence officers, who have all served in the army during the current war on the Gaza Strip and
had first-hand involvement with the use of Al to generate targets for assassination, Lavender has
played a central role in the unprecedented bombing of Palestinians, especially during the early stages
of the war.

https://www.972mag.com/lavender-ai-israeli-army-gaza/ April 3 2024

Jeffrey Epstein, Ehud Barak and the new “PROMIS” :Carbyne

The links and notes appear in the following file:
https://www.\seattle911visibilityproject\911VP_2025 update\acomplexweb\New PROMIS\final\notes-
epstein-and-new-promis.pdf They have been removed in the following text for clarification.

Jeffrey Epstein was a long-time friend of former Israeli Prime Minister Ehud Barak, who has long-
standing and deep ties to Israel’s intelligence community. Their decades-long friendship was the
source of 2025 political attacks targeting Barak, who was running in the Israeli elections against
Prime Minister Netanyahu.

Barak is also close to Epstein’s chief patron and Mega Group member Leslie Wexner, whose Wexner
Foundation gave Barak $2 million in 2004 for a still unspecified research program.

According to Barak, he was first introduced to Epstein by former Israeli Prime Minister Shimon Peres,
who eulogized Robert Maxwell at his funeral and had decades-long ties with the Bronfman family
going back to the early 1950s. Peres was also a frequent participant in programs funded by Leslie
Wexner in Israel and worked closely with the Mossad for decades.

In 2015, Barak formed a company with Epstein with the chief purpose of investing in an Israeli start-
up then known as Reporty. That company, now called Carbyne, sells its signature software to 911 call
centers and emergency service providers and is also available to consumers as an app that provides
emergency services with access to a caller's camera and location and also runs any caller’s identity
through any linked government database. It has specifically been marketed by the company itself and
the Israeli press as a solution to mass shootings in the United States and is already being used by at
least two U.S. counties.
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Israeli media reported that Epstein and Barak were among the company’s largest investors. Barak
poured millions into the company and it was revealed by Times of Israel that a significant amount of
Barak’s total investments in Carbyne was funded by Epstein, making him a “de facto partner” in the
company.

The company’s executive team are all former members of different branches of Israeli intelligence,
including the elite military intelligence unit, Unit 8200, that is often likened to Israel's equivalent of the
U.S. National Security Agency (NSA). Carbyne’s current CEO, Amir Elichai, served in Unit 8200 and
tapped former Unit 8200 commander Pinchas Buchris to serve as the company’s director and on its
board. In addition to Elichai, another Carbyne co-founder, Lital Leshem, also served in Unit 8200 and
later worked for Israeli private spy company Black Cube. Leshem now works for a subsidiary of Erik
Prince’s company Frontier Services Group, according to the independent media outlet Narativ.

The company also includes several tie-ins to the Trump administration, including Palantir founder and
Trump ally Peter Thiel — an investor in Carbyne.

In addition, Carbyne’s board of advisers includes former Palantir employee Trae Stephens, who was
a member of the Trump transition team, as well as former Secretary of Homeland Security Michael
Chertoff. Trump donor and New York real-estate developer Eliot Tawill is also on Carbyne’s board,
alongside Barak and Buchris.

Narativ, which wrote the first expose on Carbyne after Epstein’s arrest, noted that the Chinese
government uses a smartphone app very similar to Carbyne as part of its mass surveillance
apparatus, even though the original purpose of the app was for improved emergency reporting.
According to Narativ, the Chinese Carbyne-equivalent “monitors every aspect of a user’s life,
including personal conversations, power usage, and tracks a user's movement.”

Given the history of Robert Maxwell in modifying the original PROMIS software, which was also
marketed as a tool to improve government efficacy but was converted to a surveillance tool for the
benefit of Israeli intelligence, the similarity between Carbyne and PROMIS is troubling and warrants
further investigation.

Israeli Support for International Conflict

In this two-part series, Al Jazeera English’s “The Palestine Laboratory” film, journalist Antony
Loewenstein investigates how Israeli weapons and surveillance technologies are first used to control
and repress Palestinians in Palestine before being sold all over the world.

In episode one, in Israel and Palestine, the film examines how Israel positions itself as a world leader
in hi-tech weapons and surveillance technology, with glossy promotions from the top weapons
manufacturers boasting that their products have been “tested” and “proven” in “battle”. Hearing from
both Israelis and Palestinians, the film explores how the arms industry understands what labels like
“tested” in Palestine mean and how the military intelligence Unit 8200 acts as an incubator for Israeli
surveillance tech start-ups. In addition, it examines Israel's use of Al targeting systems in Gaza.

Episode two of the investigation takes Loewenstein on an international journey to reveal how this
“technology of occupation” is used to subjugate and surveil political dissidents, human rights activists
and journalists all over the world, and how this surveillance and military technology developed by
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Israel and tested on Palestinians is marketed abroad. It reveals how the latest Israeli technology is
being used to monitor refugees and migrants in Greece and along the US-Mexico border.

Loewenstein visits Mexico to explore its use of Israeli spyware and travels to India to discover how a
thriving arms trade fosters close links between the two nations. In South Africa, he uncovers a hidden
aspect of the country’s history which saw a secret relationship between the apartheid-era government
and Israel, centered on a clandestine arms trade and shared values.

https://www.youtube.com/watch?v=1GvkFwpzDhl

Description:

https://network.aljazeera.net/en/press-releases/%E2%80%98-palestine-laboratory%E2%80%99-
exposes-israel%E2%80%99s-export-unique-systems-control-and

US tech Companies Have Moved to Israel.

Unit 8200-connected tech start-ups are being widely integrated into U.S. companies and have
developed close ties to the U.S. military-industrial complex, with Carbyne being just one example of
that trend.

Unit 8200-linked outfits like Team8 have recently hired former National Security Agency (NSA)
Director Mike Rogers as a senior advisor and gained prominent Silicon Valley figures, including
former Google CEO Eric Schmidt, as key investors. Many American technology companies, from Intel
to Google to Microsoft, have merged with several Unit 8200-connected start-ups in recent years and
have been moving many key jobs and operations to Israel.

With nearly 6 million Americans unemployed and regular bouts of layoffs in the U.S. tech industry,
major American tech companies like Google, Microsoft and Intel Corporation are nonetheless moving
key operations, billions in investments, and thousands of jobs to Israel — a trend that has largely
escaped media attention or concern from even “America first” politicians.

The fact that this massive transfer of investment and jobs has been so overlooked is particularly
striking given that it is largely the work of a single leading neoconservative Republican donor, Paul
Singer, who has given millions of dollars to President Donald Trump.

Many of these top tech companies continue to collect sizable U.S. government subsidies for their
operations, and struggle to house their growing company branches in Israel. This is particularly
troubling in light of the importance of the tech sector to the overall U.S. economy, as it accounts
for 7.1 percent of total GDP and 11.6 percent of total private-sector payroll.

Furthermore, many of these companies are hiring members of controversial Israeli companies —
known to have spied on Americans, American companies, and U.S. federal agencies — as well as
numerous members of Israeli military intelligence as top managers and executives.
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This shift of technology from the US to Israel has been occurring with backing from key Republican
donors like Paul Singer.

In 2009, a book titled Start Up Nation: The Story of Israel’s Economic Miracle, written by American
neoconservative Dan Senor and Jerusalem Post journalist Saul Singer (unrelated to Paul), quickly
rose to the New York Times bestseller list for its depiction of Israel as the tech start-up capital of the
world. The book — published by the Council on Foreign Relations, where Senor was then serving as
Adjunct Senior Fellow — asserts that Israel’s success in producing so many start-up companies
resulted from the combination of its liberal immigration laws and its “leverage of the business talents
of young people with military experience.”

“The West needs innovation; Israel’s got it,” wrote Senor and Singer. In a post-publication interview
with_the blog Freakonomics, Senor asserted that service in the Israeli military was crucial to Israel’s
tech sector success, stating that:

Certain units have become technology boot camps, where 18- to 22-year-olds get thrown projects
and missions that would make the heads spin of their counterparts in universities or the private sector
anywhere else in the world. The Israelis come out of the military not just with hands-on exposure to
next-gen technology, but with training in teamwork, mission orientation, leadership, and a desire to
continue serving their country by contributing to its tech sector — a source of pride for just about
every Israeli.”

The book, in addition to the many accolades it received from the mainstream press, left a lasting
impact on top Republican donor Paul Singer, known for funding the most influential neoconservative
think tanks in America, as noted above. Paul Singer was so inspired by Senor and Singer’s book that
he decided to spend $20 million to fund and create an organization with a similar name. He created
the Start-Up Nation Central (SUNC) just three years after the book’s release in 2012.

To achieve his vision, Singer — who is also a top donor to the Republican Party and Trump — tapped
Israeli economist Eugene Kandel, who served as Netanyahu’s national economic adviser and chaired
the Israeli National Economic Council from 2009 to 2015.

Senor was likely directly involved in the creation of SUNC, as he was _then employed by Paul Singer
and, with neoconservatives Bill Kristol and Robert Kagan, co-founded the FPI, which Singer had long
funded before it closed in 2017. In addition, Dan Senor’s sister, \Wendy Singer (unrelated to either
Paul or Saul), long-time director of Israel’s AIPAC office, became the organization’s executive director.

SUNC’s management team, in addition to Eugene Kandel and Wendy Singer, includes Guy Hilton as
the organization’s general manager. Hilton is a long-time marketing executive at Israeli
telecommunications company Amdocs, where he “transformed” the company’s marketing
organization. Amdocs was once highly controversial in the United States after it was revealed by a
2001 Fox News investigation that numerous federal agencies had investigated the company, which
then had contracts with the 25 largest telephone companies in the country, for its alleged role in an
aggressive espionage operation that targeted the U.S. government. Hilton worked at Microsoft prior to
joining Amdocs.

According to reports from the time published in Haaretz and Bloomberg, SUNC was explicitly founded
to serve as “a foreign ministry for Israel’s tech industry” and “to strength Israel’s economy” while also
aiming to counter the Boycott, Divest and Sanctions (BDS) movement that seeks to use a nonviolent
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boycott to end the illegal military occupation of the West Bank and Israeli apartheid, as well as the
growth of illegal Jewish-only settlements in occupied Palestinian territory.

Since its founding, SUNC has sought to transfer tech jobs from foreign companies to Israel by
developing connections and influence with foreign governments and companies so that they “deepen
their relationship with Israel’s tech industry.” Though SUNC has since expanded to include other
sectors of the Israeli “start-up” economy, its focus has long remained on Israel’s tech, specifically its
cybersecurity industry. Foreign investment in this single Israeli industry has grown from $227 million
in 2014 to $815 million in 2018.

In addition to its own activities, SUNC appears to be closely linked to a similar organization,
sponsored by Coca Cola and Daimler Mercedes Benz, called The Bridge, which also seeks to
connect Israeli start-up companies with large international corporations

Particularly troubling is the fact that, since SUNC’s founding, the number of former Unit 8200
members in top positions in American tech companies has skyrocketed. Based on a non-exhaustive
analysis conducted by Mintpress of over 200 LinkedIn accounts of former Israeli military intelligence
and intelligence officers in three major tech companies, numerous former Unit 8200 alumni were
found to currently hold top managerial or executive positions in Microsoft, Google and Facebook.

At Microsoft, managers for at least 15 of the company’s products and programs — including
Microsoft’'s lead managers for engineering, product strategy, threat analytics and cloud business
intelligence — publicly listed their affiliation with Unit 8200 on their LinkedIn accounts. In addition, the
general manager of Microsoft’s Israeli Research and Development Center is also a former member of
Unit 8200. In total, of the 200 accounts analyzed, 50 of them currently worked for Microsoft.

Similarly, at Google, 28 former Unit 8200 members at the company were identified from their LinkedIn
accounts. Among them are Google’s Engineering Director, its strategic partner manager, two growth
marketing leads, its lead technical manager, and six product and program managers, including
Google’s manager for trust and safety search.

This jump in Unit 8200 members in top positions in tech companies of global importance is actually a
policy long promoted by Netanyahu, whose long-time economic adviser is the chief executive at
SUNC. During an interview with Fox News last year, Netanyahu was asked by Fox News host Mark
Levin if the large growth seen in recent years in Israel’s technology sector was part of Netanyahu’s
plan. Netanyahu responded, “That’s very much my plan ... It's a very deliberate policy.” He later
added that “Israel had technology because the military, especially military intelligence, produced a lot
of capabilities. These incredibly gifted young men and women who come out of the military or the
Mossad, they want to start their start-ups.”

Netanyahu further outlined this policy at the 2019 Cybertech conference in Tel Aviv, where he stated
that Israel's emergence as one of the top five “cyber powers” had “required allowing this combination
of military intelligence, academia and industry to converge in one place” and that this further required
allowing “our graduates of our military and intelligence units to merge into companies with local
partners and foreign partners.” The direct tie-ins of SUNC to Netanyahu and the fact that Paul Singer
has also been a long-time political donor and backer of Netanyahu suggest that SUNC is a key part of



https://www.startupnationcentral.org/sector/cybersecurity/
https://www.alaraby.co.uk/english/society/2017/5/7/coca-cola-donated-thousands-of-dollars-to-extremist-zionist-group
https://www.coca-colacompany.com/stories/the-bridge-by-coca-cola-supporting-software-technology-startups
https://www.linkedin.com/in/assafrappaport/
https://www.linkedin.com/in/assafrappaport/
https://www.youtube.com/watch?v=uJs-1yQMD-o
https://www.youtube.com/watch?v=e1uiwJ3m9KM
https://www.rt.com/usa/426720-israel-jerusalem-gaza-blumenthal/

Netanyahu’s policy of placing former military intelligence and intelligence operatives in strategic
positions in major technology companies.

Building the bi-national surveillance state

Top U.S. tech companies have filled top positions with former members of Israeli military intelligence
and moved strategic and critical operations to Israel, boosting Israel’'s economy at the expense of
America’s, and SUNC'’s role in this marked shift merits scrutiny.

A powerful American billionaire has built an influential organization with deep connections to the U.S.-
Israel lobby (AIPAC), an Israeli company that has been repeatedly investigated for spying on the U.S.
government (Amdocs), and the elite Israeli military intelligence unit (Unit 8200) that has used its
influential connections to the U.S. government and the U.S. private sector to dramatically shift the
operations and make-up of major companies in a critical sector of the U.S. economy.

Further consider that U.S. government documents leaked by Edward Snowden have flagged Israel as
“leading threat” to the infrastructure of U.S. financial and banking institutions, which use much of the
software produced by these top tech companies, and have also flagged Israel as a top espionage
threat. One U.S. government document cited Israel as the third most aggressive intelligence service
against the U.S. behind Russia and China. Thus, Paul Singer’s pet project in Start-Up Nation Central
has undermined not only the U.S. economy but arguably U.S. national security as well.

This concern is further exacerbated by the deep ties connecting top tech companies like Microsoft
and Google to the U.S. military. Microsoft and Google are both key military contractors — Microsoft in
particular, given that it is set to win a lucrative contract for the Pentagon’s cloud management and has
partnered with the Department of Defense to produce a “secure” election system known as
ElectionGuard that is set to be implemented in some U.S. states for the 2020 general election.

HOW NEOCON BILLIONAIRE PAUL SINGER IS DRIVING THE OUTSOURCING
OF US TECH JOBS TO ISRAEL



https://www.mintpressnews.com/microsoft-electionguard-a-trojan-horse-for-a-military-industrial-takeover-of-us-elections/258732/
https://www.mintpressnews.com/microsoft-electionguard-a-trojan-horse-for-a-military-industrial-takeover-of-us-elections/258732/

Singer also funds the neoconservative think tank American Enterprise Institute (AEI), the
Islamophobic and hawkish think tank Foundation for Defense of Democracies (FDD), the Republican
Jewish Coalition (RJC), and also funded the now-defunct Foreign Policy Initiative (FPI).

Singer’s project to bolster Israel’s tech economy at the U.S.” expense is known as Start-Up Nation
Central, which he founded in response to the global Boycott, Divest and Sanctions (BDS) movement
that seeks to use nonviolent means to pressure Israel to comply with international law in relation to its
treatment of Palestinians. He also co-authored a 2009 book Start-up Nation: The Story of Israel's
Economic Miracle, an economic miracle made possible at the expense of US Taxpayers.

This project is directly linked to Israeli Prime Minister Benjamin Netanyahu, who in recent years has
publicly mentioned that it has been his “deliberate policy” to have former members of Israel’s “military
and intelligence units ... merge into companies with local partners and foreign partners” in order to
make it all but impossible for major corporations and foreign governments to boycott Israel.

A 2016 report in Business Insider noted that Google, Facebook, Microsoft, Amazon and Apple had all
opened up research and development (R&D) centers in recent years, with some of them having as
many as three such centers in Israel, a country roughly the size of New Jersey. Other major tech
companies that have also opened key operation and research centers in Israel include Sandisk,
Nvidia, PayPal, Palantir and Dell. Forbes noted last year that the world’s top 10 tech companies were
now “doing mission-critical work in Israel that’s core to their businesses back at HQ.”

For example, Intel Corporation, which is the world’s second largest manufacturer of semiconductor
computer chips and is headquartered in California, has long been a major employer in Israel, with
over 10,000 employees in the Jewish state. However, earlier this year, Intel announced that it would
be investing $11 billion in a new factory in Israel and would receive around $1 billion in an Israeli
government grant for that investment.

A similar phenomenon has been occurring at another U.S.-based tech giant, Microsoft. Beginning in
2014 and continuing into 2018, Microsoft has laid off well over 20,000 employees, most of them
Americans, in several different rounds of staff cuts. Over that same time period, Microsoft has been
on a hiring spree in Israel, building new campuses and investing_billions of dollars annually in its
Israel-based research and development center and in other Israeli start-up companies, creating
thousands of jobs abroad.

In addition to its internal security investments, Microsoft has bought three security firms, all in Israel,
in a little over two years: enterprise security startup Aorato, cloud security firm Adallom, and Secure
Islands, whose data and file protection technology has been integrated into cloud service Azure
Information Protection.

"If you are talking about an ecosystem with more than 400 start-ups it's not really a coincidence.
Israel is huge in security," said Secure Islands founder Yuval Eldar.

Microsoft's venture arm has also made three cyber security investments in Israel, including an
undisclosed amount in lllusive Networks, which uses deception technology to detect attacks and has
been installed at banks and retailers.


https://www.timesofisrael.com/intel-confirms-kiryat-gat-plant-plan-which-ministers-say-is-worth-11-billion/
https://www.techtimes.com/articles/193774/20170121/microsoft-layoffs-700-employees-reportedly-getting-axed-next-week.htm
https://hamodia.com/2017/08/08/microsoft-build-new-campus-israel/
https://www.reuters.com/article/us-tech-cyber-microsoft-idUSKBN15A1GA
http://www.thetower.org/4138-microsoft-tel-aviv-university-start-20-million-fund-to-invest-in-israeli-startups/

Earlier this month Microsoft said it invested in Israel's Team8, which created lllusive Networks.
Though Microsoft says it does not have any near-term plans to implement deception technology, "we
look at lots of different technologies that might be of use in the future," Shah said.

US Economic and Technical Support for Israeli
Genocide

Probes Reveal Depth of Big Tech Complicity in Israel’s Al-Driven Gaza Slaughter

“‘Many nations are looking to Israel and its use of Al in Gaza with admiration and jealousy,” said one
expert. “Expect to see a form of Google, Microsoft, and Amazon-backed Al in other war zones soon.”

Several recent journalistic investigations—including one published Tuesday by The Associated
Press—have deepened the understanding of how Israeli forces are using artificial intelligence and
cloud computing systems sold by U.S. tech titans for the mass surveillance and killing of Palestinians
in Gaza. ...The Associated Press found that Israel’s use of Microsoft and OpenAl technology
“skyrocketed” following Hamas’ October 7, 2023 attack on Israel. ... “This is the first confirmation we
have gotten that commercial Al models are directly being used in warfare,” Heidy Khlaaf, chief
artificial intelligence scientist at the Al Now Institute and a former senior safety engineer at OpenAl,
which makes ChatGPT, told the AP. “The implications are enormous for the role of tech in enabling
this type of unethical and unlawful warfare going forward.”

https://www.commondreams.org/news/big-tech-gaza-genocide Feb 18, 2025

Notably, technology companies in Israel represent a significant economic force, housing 10% of the
world’s unicorns and contributing 20% of the country’s GDP. [A tech unicorn is a company that has
been valued by investors at more than one billion dollars.] The relationship between Israeli tech
companies and American investors is particularly strong, with U.S.-based investors leading or co-
leading 51% of the $32 billion invested in Israeli companies since 2019. This investment is not
necessarily known by investors, and it is difficult to avoid. Major US fiduciary businesses, such as
Vanguard, are complicit. Although Israeli software is not necessarily used for genocide, its profits are.

US Tech Companies that support Israel’s Genocide have played a far more significant role in the
ongoing conflict than many realize. In the aftermath of October 7, 2023, major US technology
companies have demonstrated their support for Israel through various actions, statements, and
business decisions. Tech executives quickly took public positions. Google CEO Sundar Pichai
condemned the Hamas attacks as “terrorism,” whereas Meta’s Mark Zuckerberg expressed his
support by stating that “Israel has every right to defend itself.” However, these statements came
alongside selective content moderation policies on their platforms.

Many US tech leaders remained strategically silent about the civilian casualties in Gaza. This
contrasts sharply with their vocal responses to other global conflicts, such as the Russia-Ukraine war.
This selective approach to humanitarian concerns has drawn criticism from both employees and
human rights observers.


https://www.commondreams.org/news/big-tech-gaza-genocide

Tech company positions mirror broader US foreign policy objectives in the Middle East. Government
contracts often incentivize private sector alignment with strategic allies. For instance, defense-related
technology development receives significant funding through initiatives that connect Silicon Valley
with Israel’s military-industrial complex. The revolving door between government positions and tech
leadership roles further cements this relationship. Former government officials frequently transition to
executive positions at technology companies, bringing established policy perspectives with them.
Consequently, corporate decision-making often aligns with long-standing US foreign policy positions.

Palantir supports Israel with predictive surveillance and national security tools.

The collaboration between Palantir and Israel’s Ministry of Defense officially began in July 2023, with
the company signing a formal contract to supply its Al-powered software specifically for military
applications. This agreement came just months before the October 7th conflict escalation, positioning
Palantir’s technology at the center of Israel’s defense infrastructure. US Palantir and Israeli Lavender
Al systems have overlapping capabilities in data analysis and target identification algorithms.

This conflicts with claims that the Palantir Al system is somehow "different" than Lavender: "Palantir’s
systems, while also used by military and intelligence bodies, are products of a commercial company
that collaborates with multiple international organizations. This gives Palantir “a broader scope."

https://ithy.com/article/military-ai-analysis-de66660s

Yes, this means Palantir’s Al could be used in a similar way that Lavender is. Also, considering the
benefit brought to Israel by Palantir in 2023, Lavender's independence from Palantir is still a subject
of debate. Alex Karp, Palantir's CEO, has been vocal about the company’s alignment with Israel’s
military objectives. In multiple public statements, Karp expressed unwavering support for Israel’s
operational priorities.

According to documents revealed by Edward Snowden, the US National Security Agency has long
been a key intelligence provider to Israel. This partnership operates under a Top Secret/Special
Intelligence agreement between the NSA and Israel’s SIGINT National Unit (ISNU). Critical
intelligence from NSA continues to flow to Unit 8200, Israel’s elite intelligence agency, which then
feeds this data into Palantir’s systems. Internal dissent at Palantir has escalated as employees
grapple with the ethical implications of the company’s work. CEO Alex Karp openly acknowledged


https://ithy.com/article/military-ai-analysis-de66660s

losing staff over Palantir’s support for Israel.

August 4 2025 https://decodingaffairs.com/israel-palestine-conflict/boycott/palantir-supports-israel/
https://en.globes.co.il/en/article-What-is-Palantir-doing-in-Israel-1001468876
More Information on Palantir

Google and Alphabet: Providing cloud services through Project Nimbus and expanding research
facilities in Tel Aviv.

Google Photos

Google Won'’t Say Anything About Israel Using Its Photo Software to Create Gaza “Hit List” - The
Intercept.pdf* Google prohibits using its tech for “immediate harm,” but Israel is harnessing its facial
recognition to set up a dragnet of Palestinians. The Israeli military has reportedly implemented a
facial recognition dragnet across the Gaza Strip, scanning ordinary Palestinians as they move
throughout the ravaged territory, attempting to flee the ongoing bombardment and seeking
sustenance for their families.

The program relies on two different facial recognition tools, according to the New York Times: one
made by the Israeli contractor Corsight, and the other built into the popular consumer image
organization platform offered through Google Photos. An anonymous Israeli official told the Times
that Google Photos worked better than any of the alternative facial recognition tech, helping the
Israelis make a “hit list” of alleged Hamas fighters who participated in the October 7 attack.

https://theintercept.com/2024/04/05/google-photos-israel-gaza-facial-recognition/ April 5 2024,

https://www.nytimes.com/2024/03/27/technology/israel-facial-recognition-gaza.html

Amazon Web Services: Major cloud infrastructure provider to Israeli government entities.

Project Nimbus — a $1.2 billion agreement where Google and Amazon provide cloud computing
services to the Israeli government and military.

Amazon and Google have expanded their physical presence through data centers and research
facilities.

Microsoft: Supplying Azure cloud technology and Al tools to Israeli defense forces .

Microsoft has increased its stake in the Israeli Al industry, acquiring several startups in recent years.
Meta (Facebook): Content moderation policies favoring pro-Israel perspectives.

IBM:

After the attacks of 9/11/2001, Indira Singh, working for J.P. Morgan-Chase, contacted her
representative at IBM, Kyle Hiligoss. She suggested that before IBM get seriously involved with
PTech, they do some background checking. “Kyle told me that he ‘wrote a book report’ and sent it to
his legal department. He was told to just back off the whole thing. In fact, he did not even want to
have anything to do with me as | continued investigating.”
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The roots of IBM’s involvement in Israel date back to 1972, with the establishment of the IBM Israel
Scientific Center. Presently, IBM boasts over 1000 employees spread across various Israeli
locations, notably in Haifa, Tel Aviv, Herzliya, Rehovot, and the Jerusalem Technology Park. IBM
Provides biometric identification systems and database technologies. It designed and now operates
the Eitan System for Israel’s Population, Immigration and Border Authority, storing personal
information on Palestinians. This biometric database documents and controls Palestinian movement
at checkpoints while managing permits needed for work, medical care, and family reunification. In
2017, IBM won a $240 million contract to design this system, assuming full responsibility for Israel’s
population registry by 2019. Importantly, Norwegian asset management company Storebrand recently
divested approximately $139 million from IBM, stating the company’s biometric database “contributes
to discrimination and segregation of Palestinians”.

Oracle: Extensive data management services to Israeli government agencies.
Palantir: Offering predictive analytics capabilities for security applications.

Cellebrite: Developing phone data extraction technologies used by authorities: Cellebrite and phone
data extraction from detainees.

Israeli firm Cellebrite provides phone-cracking technology that extracts comprehensive data from
seized devices without requiring passwords. Their systems can download messages, calls, images,
location history, and even recently deleted content from detained individuals’ phones.

https://www.commondreams.org/news/2021/09/10/big-tech-war-profiteers-raked-44-billion-
during-global-war-terror

Anthropic's Claude Al being used in Iran war by U.S. military, sources say
March 3 2026

Two sources fa liar with the U.S. military's use of artificial intelligence confirm that the U.S. used
Anthropic's Claude Al model over weekend for the attack on Iran — and is still using it. ...It's being
used despite a government-wide ban on the technology announced after an Anthropic dispute with
the Pentagon. The conflict centered around Anthropic's push for guardrails that would explicitly
prevent the military from using Claude to conduct mass surveillance on Americans or to power fully
autonomous weapons. lIts use in the | ran war was first reported by the Wall Street Journal.lt's
unclear if the Israeli army is also using Claude during this conflict. An IDF spokesperson did not
respond to CBS News' request for comment. The IDF does use Al in conducting warfare and has its
own "Lavender" targeting system, which it used in the Gaza war.

https://www.cbsnews.com/news/anthropic-claude-ai-iran-war-u-s/

These examples show how Israeli intelligence expertise merges with private tech firms into private
markets. The same skills used to monitor Palestinians in the occupied territories are now being sold
to governments worldwide.

CENSORSHIP

Meta
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Human rights watch report: Meta’s policies and practices have been silencing voices in support of
Palestine and Palestinian human rights on Instagram and Facebook in a wave of heightened
censorship of social media amid the hostilities between Israeli forces and Palestinian armed groups
that began on October 7, 2023. This systemic online Between October and November 2023, Human
Rights Watch documented over 1,050 takedowns and other suppression of content Instagram and
Facebook that had been posted by Palestinians and their supporters, including about human rights
abuses ...In reviewing the evidence and context associated with each reported case, Human Rights
Watch identified six key patterns of undue censorship, each recurring at least 100 times,

Palestinian civil society organizations condemn the selection of Emi Palmor, the former General
Director of the Israeli Ministry of Justice, to Facebook’s Oversight Board and raises the alarm about
the impact that her role will play in further shrinking the space for freedom of expression online and
the protection of human rights. Under Palmor’s direction, the Israeli Ministry of Justice petitioned
Facebook to censor legitimate speech of human rights defenders and journalists because it was
deemed politically undesirable. This is contrary to international human rights law standards and
recommendations issued by the United Nations (UN) Special Rapporteur...

During Palmor’s time at the Israeli Ministry of Justice (2014-2019), the Ministry established the Israeli
Cyber Unit, or ‘Internet Referral Unit,” whose work has deliberately targeted and resulted in the
takedowns of tens of thousands of Palestinians’ content, and imposed severe limitations on freedom
of expression and opinion, especially about Palestine...

At the same time, research into incitement to racial hatred against Palestinians online has shown that
there were inciting posts in Hebrew directed towards Palestinians online every 66 seconds in 2018,
while no interest was shown in combating such racist content against Palestinian Arabs.

Additionally, as documented in Facebook’s Transparency Report, since 2016, there has been an
increase in the number of Israeli government requests for data, which now total over 700. These fall
within the context of a widespread and systematic attmept by the Israeli government, particularly
through the Cyber Unit formerly headed by Emi Palmor, to silence Palestinians, to remove social
media content critical of Israeli policies and practices and to smear and delegitimize human rights
defenders, activists and organizations seeking to challenge Israeli rights abuses against the
Palestinian people.

https://www.hrw.org/report/2023/12/21/metas-broken-promises/systemic-censorship-palestine-
content-instagram-and
12/21/2023

Facebook/Meta Oversight Board links

https://www.oversightboard.com

https://www.oversightboard.com/news/social-media-bans-for-under-16-users-good-policy-wasted-

effort-something-in-between
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The Qversight Board is committed to upholding human rights online for all users. Our global Board
Members represent a diversity of backgrounds, opinions and ideologies but share a commitment to
protecting freedom of expression. Major social media companies have determined that children

under 13 should not be on their platforms, while at the same time countries around the world consider
following Australia’s policy decision to ban young people under age 16 from social media entirely. Three of
our Board Members share their perspectives on what's at stake, including for the 13 to 15-year-olds at the
heart of the debate

BANNING SOCIAL MEDIA POINT/COUNTERPOINT
FOR UNDER 16s

“While the impact of the ban on “Recognizing children's “Social media has proven to
the rights of adolescents freedom of expression is not be a lifeline for other
themselves is problematic only a political right; it is an vulnerable groups within the
enough, it is even more integral part of the social teen cohort. Far from
problematic to uncouple that recognition of the status of the exploiting marginalized

from the role and responsibilities child as a human being with individuals, social media

of parents as well.” fundamental rights."” platforms often save them.”
PADLO CARDZZA, CO-CHAIR EMI PALMOR, BOARD MEMBER KENJ1 YOSHINO, BOARD MEMBER

Tech Worker Revolts

No Tech for Apartheid campaign No Tech for Apartheid emerged as a worker-led movement
against Project Nimbus.

https://decodingaffairs.com/israel-palestine-conflict/boycott/tech-companies-that-support-israel/

June 14 2025

no-tech-for-apartheid.pdf

https://www.notechforapartheid.com/

Microsoft's ties with ICE come under fire amidst allegations that the company's cloud and Al
technology are being used to support mass surveillance of US citizens

No Azure for Apartheid, a worker-led organization that's previously carried out multiple protests over
Microsoft's dealing with the Israeli military and its campaign in Gaza, has issued a statement calling
on the company to end its relationship with US Immigration and Customs Enforcement, the agency
more commonly known as ICE.
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The statement follows reporting by The Guardian, +972 Magazine, and Local Call that found ICE had
tripled the amount of data it stored on Microsoft's Azure servers between July 2025 and January
2026, to an astounding 1,400 terabytes, and also appears to be using Microsoft's Al tools to search
and analyze that data.
https://www.yahoo.com/news/articles/microsofts-ties-ice-come-under-202655045.html

February 18, 2026

No Azure For Apartheid

argues the Microsoft tech "powers ICE's violence towards migrants and communities in the United
States" In the aftermath of reports claiming that the US Immigration and Customs Enforcement
agency (ICE) deepened their reliance on Microsoft’s cloud technology last year, No Azure for
Apartheid have issued a statement demanding the company cut ties with the agency.

https://www.rockpapershotgun.com/no-azure-for-apartheid-call-on-microsoft-to-cut-ties-with-ice-amid-
reports-of-agency-deepening-reliance-on-companys-cloud-and-ai

Published on Feb. 19, 2026

Time Exclusive google workers revolt over $1.2 billion israel contract

In midtown Manhattan on March 4, Google’s managing director for Israel, Barak Regev, was
addressing a conference promoting the Israeli tech industry when a member of the audience stood up
in protest. “l am a Google Cloud software engineer, and | refuse to build technology that powers
genocide, apartheid, or surveillance,” shouted the protester, wearing an orange t-shirt emblazoned
with a white Google logo. “No tech for apartheid!” The Google worker, a 23-year-old software
engineer named Eddie Hatfield, was booed by the audience and quickly bundled out of the room.
Hatfield is part of a growing movement inside Google that is calling on the company to drop Project
Nimbus, a $1.2 billion contract with Israel, jointly held with Amazon. The protest group, called No Tech
for Apartheid, now has more than 200 Google employees closely involved in organizing, according to
members, who say there are hundreds more workers sympathetic to their goals.
https://time.com/6964364/exclusive-no-tech-for-apartheid-google-workers-protest-project-nimbus-1-2-

billion-contract-with-israel/ Apr 10, 2024

Google Workers Protest Cloud Contract With Israel's Government

Google Workers Protest “Project Nimbus”, a joint Google Amazon cloud contract with Israel's
government to store vast amounts of data has come under intense protest by Google employees,
resulting in the firing of over 50. The firings come several days after chief executive Sundar Pichai
told employees in a companywide memo that they should not use the company as a “personal
platform” or “fight over disruptive issues or debate politics.” Dozens of Google employees began
occupying company offices in New York City and Sunnyvale, California, in protest of the company’s
$1.2 billion contract providing cloud computing services to the Israeli government. The sit-in,
organized by the activist group No Tech for Apartheid, is happening at Google Cloud CEO Thomas
Kurian’s office in Sunnyvale and the 10th floor commons of Google’s New York office. The sit-in will
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be accompanied by outdoor protests at Google offices in New York, Sunnyvale, San Francisco, and
Seattle. These actions mark an escalation in a series of recent protests organized by tech workers
who oppose their employer’s relationship with the Israeli government, especially in light of Israel’s
ongoing assault on Gaza.

https://www.wired.com/story/google-no-tech-for-apartheid-project-nimbus-israel-gaza-protest/ April
16 2024

About a dozen demonstrators lay on the ground draped in white sheets with a mock version of the Google
logo, demanding an end to the company's work with the Israeli government, in San Francisco on Dec. 14,

Google fires more workers after CEO says workplace isn’t for politics.
Washington post

SAN FRANCISCO — Google fired about 20 more workers whom it said participated in protests
denouncing the company’s cloud computing deal with the Israeli government, bringing the total
number of workers week over the issue to more than 50, according to the activist group representing
the workers. fired in the past A spokesperson for Google confirmed it had fired more workers after
continuing its investigation into the April 16 protests, which included sit-ins at Google’s offices in New
York City and Sunnyvale, Calif. The firings come several days after chief executive Sundar Pichai told
employees in a companywide memo that they should not use the company as a “personal platform”
or “fight over disruptive issues or debate politics.” “The corporation is attempting to quash dissent,
silence its workers and reassert its power over them,” said Jane Chung, a spokesperson for No Tech


https://www.wired.com/story/google-no-tech-for-apartheid-project-nimbus-israel-gaza-protest/

for Apartheid, a group that has protested Google’s and Amazon’s contracts with the Israeli
government since 2021.

https://www.washingtonpost.com/technology/2024/04/22/google-nimbus-israel-protest-fired-workers/
April 22, 2024
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